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PDF’s Ecosystem and the Path to Standardization


 17 Years of Learning and Ecosystem Building


 1993 PDF 1.0 Designed for office documents


 1997 PDF 1.2 Fill-in forms & prepress features introduced


 2001 PDF/X Open, ISO standard just for publishing exchange


 2001 PDF 1.4 Features for Microsoft Office & the Internet


 2005 PDF/A Open, ISO standard for archiving 


 2006 PDF 1.6 3D introduced for engineering drawings


 2007 PDF/E Open, ISO standard for engineering document 
exchange


 2008 ISO 32000 Open, ISO standard for PDF (PDF 1.7)
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The Flexibility of PDF 


3


 Gone beyond “electronic paper” to 
become the “digital envelope”


 PDF supports XML Data Standards 
(UN eDocs, RosettaNET, XBRL)


 Standards work: create a focused 
subset of PDF for a specific “use case” 
or industry requirement


 PDF/X - Print Publishing


 PDF/A - Long Term Archiving


 PDF/E  - Engineering (AEC + Building, 
Manufacturing, and Geospatial)


 Provide guidelines for correct viewer 
behavior to ensure that files are 
viewed the same whenever & 
wherever (fonts are consistent)
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 Create PDF from 
ANY Application 
that prints


 PDFs are 
automatically 
searchable and 
accessible


 PDFs can be 
shared and 
viewed reliably in 
the FREE Reader


PDF Creation
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 Create PDF from Microsoft Office applications


 Using the Acrobat plugin, PDFs are automatically searchable and 
accessible


 Bookmarks, links, etc. are preserved


Create PDF from Office Applications
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 Create PDF from Web Pages


 Using the Acrobat plugin, PDFs are automatically searchable and 
accessible, with links preserved


 Allows for archival of multiple levels or even entire web sites


Create PDF from Web Pages
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Convert Images to Seachable and Optimized PDF


 Optical Character Recognition
 Menu: 


Document > 
OCR Text Recognition >
Recognize Text Using OCR


 Formatted Text and
Graphics 


 Verify Language


 Lowest Downsampling (600 dpi)


 Alt + D + Z + S


 Search for and Correct “Suspects”
 Menu: Document > OCR Text 


Recognition > Find First OCR Suspect


 Proofread (Touchup Text Tool)
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 Built in tools for 
Print Production 
and PreFlight


 Optimize PDF 
size, downsample
images


 Control Version 
Compatibility


 Additional 
PrePress functions


Preflight Tools to further Optimize PDF Creation
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Create PDF/A Compliant Documents


 ISO PDF/A 19005-1 - Published October 2005
 Open file format based on PDF 1.4


 Standard defines what is required, recommended & prohibited


 For more information visit: http://www.aiim.org/pdf_a


 An archival replacement for paper


 Customized to offer consistent, long-
term retrieval and rendering 


 Includes document metadata (XMP) for 
search and retrieval


 Engineered for reliable migration and 
future compatibility


 Digital signatures are for verification 
and not authentication


 Developed and maintained by PDF/A 
ISO committee


PDF/A Restrictions:


 No encryption 


 No multimedia


 All data must be self-contained


 No proprietary fonts


 No JavaScript


PDF/A is one component of a 
comprehensive archiving strategy



http://www.aiim.org/pdf_a�
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Gather Multiple Files into a PDF Portfolio


 Unify a wide range 
of content


 Add polish with 
templates 


 Thumbnails, titles 
and summaries 
provide context


 Native support for 
Flash


 Reliable playback, 
no special players
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Tips & Techniques
IBM Lotus Forms Designer Demonstration
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Overview


PureEdge Timeline
PureEdge versus Lotus Forms
Lotus Forms Designer Software Distribution
Training Resources
Lotus Forms Designer 3.5 Demo/Designer Tips
Lotus Forms Designer 4.0 New Features/Enhancements
Questions
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PureEdge 
6.5 (3Q05)


Lotus Forms 
3.0.X (1Q08)


*Globalization 24 
Languages
*WFS Introduced –
0 footprint 
rendering
*Added XForms 
support
*Drastic expansion 
of platform support
*Dynamic content 
(Panes, tables)
*Cluster/managed 
node support
*Library objects
*Forms Services 
Platform


Workplace Forms,
2.X (2Q06-1Q07)


Silanis 
Signature 
integration 
introduced –
supported in 
ALL follow on 
releases


PureEdge 6.5 released Aug, 2005
7+ significant releases have followed
Huge advancement made


*Simplified designer
*Javascript API
*Performance 
improvements (ODPL)
*Webform Signature 
Support
*Schema based forms 
design
*Accessibility/screen 
reader support
*Hebrew/Arabic 
support – Bidi


Lotus Forms 
v3.5.1 FP2  (4Q09)


*Continued performance 
improvements (~20%)
*Mashup integration (iWidget)
*zLinux support 
*WAS 7 support 
*Extended browser support: IE 8.0 
(native), *FireFox 3.5, Safari 4 (Mac)
Extended platform support: 
*Windows 7, Windows XP SP3
*Alignment with Business Space


*New “look and feel” of form 
widgets
*Custom widgets and dialog
*Dojo-based sample widget 
assets
*Native 64-bit support for 
Forms Server
*Component-based form 
maintenance “FormParts”
*Improved Web Services 
Support


Lotus Forms v4 (4Q10)
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Benefits


Key Differences


ApproveIt Integration
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Lotus Forms Viewer 3.5.123 – AGM


Silanis ApproveIt 6.5 and Lotus Forms Viewer 
3.5.123 – CHESS site


 Lotus Forms Designer 3.5.1 FP2 - APD
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Training Manual (IBM/APD Collaboration)


Lotus Designers Corner (on AKO)


IBM Sponsored Webinars
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 Support for Basic & Advanced user 
modes


 A simple drag-and-drop/point-and-
click  design experience


Quick start wizards 


Simplified Palette


 Easier Access to Property Settings


 Easier Button Creation


 Easier Image Addition


 Automatic data model 
creation/update


 Dramatically lowers TCO


Business analysts can develop forms 
without having to involve IT
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What’s New


Digital Signature


Templates/Quick Start Guide
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Improved 
Web Service 
Interaction


Rich Text 
(HTML)


Updated 
Look to 
Widgets


• Create a compelling interactive 
experiences for your users


• New Modern Look & Feel
• Advanced color algorithms


• Customizable, 3D buttons


• Enhanced border control / glow


• Type ahead for large lists


• Unnecessary refreshes eliminated


• Simplified Wizard creation


• Enhanced sample content


• Communicate through rich text 
(HTML) in the form


• Easily interact with existing 
systems through simplified 
web service interaction
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Mission
 To produce and procure departmental information products that are 


not conducive to digitization and must be produced in hard copy. 


 To manage the distribution requirements of various types of printed 
and electronic media products in support of Army-wide and HQDA 
customers.
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 Establish and renew departmental printing contracts


 Determine Army-wide distribution requirements


 Manage OSA and HQDA printing and associated budgets


 Balance the demand for paper vs. digital media requirements
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 Manage the print ordering process for Army-wide printing


 Manage the procurement and distribution of reprinted publications


 Manage the Army open-requisition program


 Conduct press sheet inspections to ensure quality standards are met


 *Serve as the Army technical experts on printing and publishing
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 Establish and renew departmental printing contracts by maintaining 
close contact with the GPO ensuring all Army requirements are 
current 


 Manage printing Army-wide IAW AR 25-30


 Determine Army-wide distribution requirements


 Enforce quality standards 
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 Printing Request- All printing starts with the customer’s printing 
requirements (book, pamphlet, etc.)
 Print requests come in from many sources. (Through APD          


channels or customer direct)
 Funding- Proponent MIPR or HQDA Direct
 Chief, Printing Management -Reviews the job and assigns to a 


Printing Specialist, who in turn writes the job specifications for the 
customer.
 Distribution requirements - will be based on the requirement by the 


initial distribution number (IDN) and unit needs.
 Printing Specialist prepares cost estimates.
 Contract vehicle-The printing specialist places the print job on the 


appropriate contract.







ARMY PUBLISHING CONFERENCE 2010


7


Army Publishing Directorate


www.apd.army.mil


 Print vendor prepares a proof of the job for inspection and  
approval by the APD printing specialist
 Printing specialist conducts Press Sheet Inspection (PSI) as 


appropriate per job requirements.  
 Monitors production until completion of job.
 Vendor delivers the job according to the requirements and 


specifications.


continued
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AR 25-30, The Army Publishing Program
DA Pam 25-40, Army Publishing: Action Officers Guide
The GPO Style Manual  http://www.gpoaccess.gov/stylemanual/
Mil-Std 2361, Digital Publications Development


Standard Generalized Markup Language (SGML)
eXtensible Markup Language (XML)
http://www.assistdocs.com/search/results.cfm?doc_number=2361
http://www.asrl.com/newcnst.htm


Standardization -- AR 25-30 demo  
http://www.apd.army.mil/jw2/xmldemo/r25_30/cover.asp



http://www.gpoaccess.gov/stylemanual/�

http://www.assistdocs.com/search/results.cfm?doc_number=2361�

http://www.asrl.com/newcnst.htm�

http://www.apd.army.mil/jw2/xmldemo/r25_30/cover.asp�
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External “triggers”
Public Law  http://thomas.loc.gov/
Executive Orders  http://www.google.com/unclesam


http://www.whitehouse.gov/ (DADT)
Federal agencies   http://www.gpo.gov/


http://www.gsa.gov/portal/category/100000
DOD issuances  http://www.dtic.mil/whs/directives/
Joint issuances  http://www.dtic.mil/doctrine/
ISO  http://public.s1000d.org/Pages/Home.aspx


Internal “triggers”
Senior Leadership  


https://akocomm.us.army.mil/usapa/epubs/HQDA_Issuance.html
Safety changes  OSHA  http://63.234.227.130/
Lessons learned  http://usacac.army.mil/cac2/call/index.asp
Equipment/systems changes
-- and YOU!  Watch APD  http://www.apd.army.mil/



Presenter

Presentation Notes

Uncle SamFederal newslettersPOGs of SA thru list of all 33 Principal Officials of HQDA



http://thomas.loc.gov/�

http://www.google.com/unclesam�

http://www.whitehouse.gov/�

http://www.gpo.gov/�

http://www.gsa.gov/portal/category/100000�

http://www.dtic.mil/whs/directives/�

http://www.dtic.mil/doctrine/�

http://public.s1000d.org/Pages/Home.aspx�

https://akocomm.us.army.mil/usapa/epubs/HQDA_Issuance.html�

http://63.234.227.130/�

http://usacac.army.mil/cac2/call/index.asp�

http://www.apd.army.mil/�
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“It takes too long!”  “The quality s…!”  “It’s way out of date!”  “No 
Army policy should be no more than 3 years old!!”







ARMY PUBLISHING CONFERENCE 2010


6


Army Publishing Directorate


www.apd.army.mil


New policy
Designation of Publishing Champions – Principal Officials/Deputies
Administrative publications will be revised or certified current or 


proposed to be rescinded at least every 3 years.
Publishing Champion signs DA Form 260 (wizard) [demo to follow]
Functional proponent starts DA Form 260 (wizard) up front


Visibility of publishing status – “interested and affected”
Proponent, PCO, and FMO
APD
Legal reviewers
Coordination POCs


Pre-publication meeting up front
Collaboration throughout publication development


Editorial, Forms, Graphics, policy support
ID and refine specific coordination requirements


Proponents will use the MS Word Army Publishing Tool



Presenter

Presentation Notes

PCO or FMO – they’re the folks who spend 10% of their time doing PCO stuff, 5% of their time doing FMO stuff, and 110% of their time doing their real jobThe new policy publishing process is intended to correct some of the current resource problems with Army publishing – it’s usually seen as of low importance – unless the Boss is hopping up and down about it – you’re too busy with your “real job” to update the AR, which of course is “another duty as assigned”
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New policy (cont)
Proponents, coordinators, and APD will use the Army Publishing Portal 


to manage workflow
Track coordination process


Require O6/GS-15 coordination “chops”
Metrication, reports, and dashboard views


Both OTJAG and OGC will participate in legal review, and APD will 
assist in adjudication of all coordination comments
All legal comments must be resolved before publication can be  
submitted for publishing


Eliminate rejections and publishing delays – and keep policy current
Certify current (if not revised every 3 years)
Propose to rescind a publication (Champion not functional proponent)
Convert RAR into change (with change bars)
Require coordination of policy with all Principal Officials of HQDA
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Admin pubs policy problems
Coordination (required, hidden, and age)


Minimum coordination
FM&C
OAA
RMDA (Privacy Act, abbreviations (ABCA), Federal Register, 


FOIA, requirements control symbols (RCS), records)
Committee continuance for revision (if stated on title page)


Responsibilities and applicability
Internal controls (AR 11-2)
PCO signature
OTJAG NOLO (requires coordination trace)


Admin law, labor law, contract law, etc., + OGC coordination
Interpretation – less and less flexible
“Contingent on….”
Track changes



Presenter

Presentation Notes

C o m m i t t e e C o n t i n u a n c e A p p r o v a l .The Department of the Army CommitteeManagement official concurs in the establishmentand/or continuance of the commi t t e e ( s ) o u t l i n e d h e r e i n .With the new revision of AR 11-2 and hightened awareness of the  Managers' Internal Control Program, you can no longer get by with saying there should be internal controls, but to be published at a later date.PCO signature is our authorization to obligate your appropriated funds if a print job/obligate our effort if EMO.In the authentication we do review every substantivecomment and recommendation on the OTJAG track changes copy – and the trivial ones as well,
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Admin pubs problems (cont)
Summary of Change ≠ content
Supersessions
Obsolete references, pubs and forms


DAGOs – “Well we’ve been doing it since 1947!”
Awards trace
Who signs?


ADs  -- should not be used to change ARs
ECC issues
Editorial issues
AA review


ALARACTs  -- cannot change Army policy
DAIG issues



Presenter

Presentation Notes

2-3. Publications media a. General. (1) DA policies, procedures, orders, instructions, and information will be published in the media prescribed in paragraph 2-2 and DA Pam 25-40 . Select the appropriate medium for all Army-wide publications. Use the appropriate media for publications that have multi-Service interest and application by other military Services, DOD agencies, or other Government departments and agencies. (2) An electronic message will not be used to disseminate new or revised DA, agency, or command policy or procedures. Electronic messages may be used to notify commands and agencies of impending new policy and procedures, changes, or revisions when it is immediately necessary to maintain national security, ensure the safety or well being of the soldiers, or to avoid legal action against the DOD. Proponents will staff notification messages at a minimum with the appropriate Secretariat organization that has oversight responsibility, the OTJAG, and OAASA before disseminating. Message notifications will include an expiration date 6 months from date of dissemination. Changing material must be incorporated into the appropriate Departmental publication by the expiration date of the message. Proponent will e-mail a digital text or scanned copy of approved electronic message to APD at pails2@apd.army.mil . Upon receipt of the message notifications, APD will link them to the appropriate publication making them available to interested users of the APD, Army, and AKO publication Web sites. 
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Training and Doctrine problems
Army Tactics, Techniques, and Procedures (ATTP; ex-FMs) challenges 


http://armypubs.army.mil/doctrine/ATTP_1.html (new 
Departmental media in general)


Wiki challenges  http://armypubs.army.mil/doctrine/ATTP_1.html
Doctrine standardization


APT-D (demo)
Late waiver requests; waiver requests require justification


Doctrine through Combined Army Doctrine Directorate (CADD)
All waivers require local JAG “chop”


Use of color (“valuable contribution”; no Web “colorization” of B&W 
printed copy)


Citation of higher classification references



Presenter

Presentation Notes

Proponent and Exception Authority:  …. Activities may request a waiver to this regulation by providing justification that includes a full analysis of the expected benefits and must include formal review by the activity's senior legal officer. All waiver requests will be endorsed by the commander or senior leader of the requesting activity and forwarded through their higher headquarters to the policy proponent.



http://armypubs.army.mil/doctrine/ATTP_1.html�

http://armypubs.army.mil/doctrine/ATTP_1.html�
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Tech and Equipment Pubs problems
TMs, ETMs, IETMs
Unofficial publications – risks of personal litigation


Unauthenticated
Rogue
Not authorized to be printed at Government expense
Not authorized to be printed within an equipment contract


Procurement of non-standard data
Mil-Std 40051/Mil-Std 2361 (ASA (ALT) mandated)
ISO S1000D


Nomenclature challenges
Insufficient copyright releases
“Freeware”
Late waiver requests; waiver requests require justification


Equipment pubs through Logistics Support Agency (LOGSA)
All waivers require local JAG “chop”







ARMY PUBLISHING CONFERENCE 2010


12


Army Publishing Directorate


www.apd.army.mil


Tech and Equipment Pubs problems (cont)
SD cards
Certificates of Networthyness (CON)
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Army Electronic Publishing


Using The Enterprise Content 
Management System (ECMS)
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Writing/Editing 
Tools
 APPIP/APT-A
 Forms
 Graphics


Dashboard
 Pub Status
 Reports
 Messages
 Routing


Pub Workflow 
Manager
 Writing
 Editing
 Coordination
 Authentication


Repository
 Pub Check-in/out
 Form Check-in/out
 Versioning
 Archiving


Document Viewer
 Current Pubs
 Pub Archive
 Forms


Pub Revision 
Scheduler
 Last Pub Date
 Change Dates
 Latest Revision 


Start Date


ECMS is the foundation upon which
Army electronic publishing is built
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APD is currently supporting electronic publication development 
by providing:


• The Army Electronic Publishing Development Environment
• The Publication Record Tracking Application (PRTA)
• Editing tools based on the Microsoft Word template (currently APPIP, soon 


to be APT-A) for administration publications
• The Microsoft Word based Army Publishing Toolkit (APT) Word templates for 


all publication domains (APT-D completed, others in development)
• The Army Electronic Library (AEL) 
• Publication management through Enterprise Content Management Services 


(ECMS)
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• Enable knowledge management across the Army
• Create efficiencies by automating content based processes


• Enhance visibility/management of processes
• Improve cycle time and ease of use


• Enable collaboration across the Army enterprise
• Maintain the Army Electronic Library (AEL) and enhance publication 


management through Enterprise Content Management Services (ECMS)
• Provide significant cost savings to the Army Enterprise
• Provide accurate/timely data for decision makers


Provide Enterprise Content Management Services 
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• Content Based Process Automation
• Content Management Application 


Development
• Electronic Records Management
• Document Management Services
• Digital Signature Services
• Electronic Forms Design Services
• Electronic Library Services
• BRAC Content Management Services
• Testing & Accreditation
• Training & Help Desk Support
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Portals/Browsers
Content 
Enabled 


Applications
User Interfaces


MS Office 
Applications


Collaboration 
Systems


ECMS Applications
Existing Applications


Soldier Evaluation Process – fielded
Army Action Tracking System – fielded
Soldier Benefits Data – fielded
Army Awards Process – fielded
Publications Records Tracking System – fielding
Installation BRAC Support – fielding
Medical Evaluation Board Process – developing
Army Publishing Process – fielding
e-mail Records Archiving – pilot completed
SharePoint Integration – pilot underway


Potential Applications


Contracts Management
Engineering Project Management
Legal Case Management
Grants Management
Legal e-Discovery
Capture/Imagine of Paper Documents
Chemical Materials Management
Personnel On-Boarding Application
Self Service Applications


Document 
Management


Content 
Collectors for 
email, SP & 


Files


Electronic 
Forms


Workflow, 
BPM, Case 


File


Digital 
Signature


Reporting/
BI


Search
Records 


Management


ECMS Platform Services
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• Highly Scalable
• Globally accessible
• Currently uses NIPRNet
• SIPRNet Capability is Planned
• COOP Capability
• 3 Tier Architecture
• COTS Based
• 24-hour Help Desk
• Hosted at Army Processing Centers (APCs)/ Transitioning to 


Defense Enterprise Computing Centers (DECCs)
• Applications Can Use Reusable Code
• Service Oriented Architecture (SOA) Compliant
• Provides Service on a Cost-reimbursable Basis
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Columbus Site OKC Site
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• APT-D integration


• Support for multiple authors of a publication  
• General setup of the book (TOC, Chapters, Authors, etc.) 


• Create and finalize complete publication


• 33 schools and centers world-wide write most of the publications 


• High level workflows for publications are:
• TRADOC  PCO  APD


• SME (Vendor)  TRADOC  PCO  APD


• Bulletin Board: Post items of interest to the entire TRADOC publications community


• Publication Control Officer (PCO) submission: Support PCO submission functions and other needs


• Dashboard: Provide status of publications with drill-down capabilities 


• Workflow for Suggestions: Automate DA Form 2028 – Recommended changes for use by the field and submitted to the 
proponent


• Support FAQs


• Provide Group e-mail


• Develop SIPRNet Connectivity


• Content Search
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• High level workflows for publications is: Proponent  LOGSA 
APD


• Dashboard: status of various publications with drill-down 
capabilities


• Workflow for Suggestions: Automate DA Form 2028 –
Recommended changes for use by the field and submitted to the 
proponent


• Support FAQs


• Provide Group e-mailbox


• Loose Integration Website (LIW)


• Content Search







ARMY PUBLISHING CONFERENCE 2010


11


Army Publishing Directorate


www.apd.army.mil


 Leverage content management tools for the enterprise to 
enable:


• Efficiencies – (Incorporate Your content-based business processes)


• Knowledge Management


• Collaboration


 APD provides ECMS services on a cost-reimbursable basis
 Realize economies of scale by


 Leveraging existing subject- matter expertise in process automation 


 Using reusable code available to the Enterprise





		Army Electronic Publishing and Enterprise Content Management Services

		Why Use ECMS To Support Army Enterprise Publishing?

		The Vision of Enterprise Content Management Services

		ECMS Services

		Slide Number 6

		ECMS Infrastructure Features

		Architecture

		On the Horizon: T&D�

		On The Horizon – T&E

		Wrap Up










BREAKOUT SESSION
APD Publications Record and
Tracking Application (PRTA)
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Types of users


PRTA Workflow Chart


 Search on Publication


 Search on Case


Reports


Workflow


 Summary
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PAILS CASM


Warehouse
eFUNDS


Nightly 
Batch


Nightly 
Batch


Publication Metadata Procurement


Distribution Funding


Nightly 
Batch


Nightly 
Batch


 Batch driven process.  
 24 hour turn around on funding requests.  
 24 hour delay on system updates.
 Snapshot reporting


Legacy Environment
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ECMS Environment


PRTA (PDE)


PRTA 
(Workflow)


eFunds


Warehouse Web 
Services


Publication Metadata


Procurement


Distribution


Funding


 Real-time processing  
 Real-time turnaround on funding requests.  
 Real-time system updates.
 Real-time Reporting
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Types of Users


Current set of 
User Roles 
available in 
PRTA


User profiles 
control/restrict access 
to various sections of 
PRTA
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 To access PRTA users must have:
– Internet Connection


– PRTA Profile


– CAC


The web address is:


https://prta-pde.us.army.mil/prta/login.aspx



https://prta-pde.us.army.mil/prta/login.aspx�

https://prta-pde.us.army.mil/prta/login.aspx�
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Workflow 
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PRTA Home Page
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PRTA Publication Search
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PRTA Publication List
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PRTA Publication Detail
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PRTA Case Search
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PRTA Case List
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PRTA Case Detail - Product
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PRTA Case Tracking List
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PRTA Reports
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PRTA Reports
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PRTA Workflow
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PRTA Workflow
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BREAKOUT SESSION
APD Publication Process for 


Army Materiel Command Technical
and Equipment Publications
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APD Technical & Equipment Publications Branch


 Ensure that AMC/LOGSA Departmental Technical and Equipment 
publishing requests follow Army publishing policies and meet indexing 
standards before releasing them as official authenticated products.


 Review the DA Form 260 and publication metadata.


 Update the Army’s Official Index of Publications and Forms.


 Approve the release of the authenticated product on behalf of the 
AASA.
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 Governing Directives
 Authentication
 Authorized Publications
 Types of Publishing Actions
 Controlled Publication Numbers
 Checklists for Publications
 Collections
 DA Form 260
 Submitting DA 260 Publishing Package
 APD/AMC LOGSA Workflow
 EPCO Actions
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 AR 25-30 -The Army Publishing Program


 DA PAM 25-40 – Army Publishing: Action Officers Guide


 DA PAM 25-33 – User’s Guide for Army Publications and 
Forms
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 All departmental publishing media must be 
authenticated.  Authentication constitutes clearance of 
the publication’s content for Armywide dissemination 
and signifies that appropriate coordination has been 
accomplished.


 Authentication process for AMC Technical and 
Equipment publications includes APD performing a 
review of the publication to index, print, and approve 
for release.
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STANDALONES – Paper and Electronic (Book and Web)
 Technical Manual (TM)
 Technical Bulletin (TB)
Modification Work Order (MWO)
 Firing Table (FT)
 Lubrication Order (LO)
 Supply Bulletin (SB)
 Supply Catalog (SC)


 COLLECTIONS – Electronic (CD-ROM, DVD, and Web)
 Electronic Technical Manual (ETM)
 Interactive Electronic Technical Manual (IETM)
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 New – Publishing for the first time.


 Revision – Update to an existing pub.


 Change – Amendments in the form of deletions, 
alterations, or additions to portions of a previously 
issued publication.
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• Unique numbers assigned to each publication and required to be 
on all decentralized technical and equipment publications in order 
for them to be official Army pubs.


• Provided by APD at the request of the EPCO.


• Applied to each publication prior to submitting the DA Form 260, 
Request for Publishing, to LOGSA for approval.


• LOGSA forwards the publication request to APD for indexing, 
printing and authentication. 
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 Authentication Block Number (ABN) – issued for each DA Form 260 
submitted for new, revised or changed publications.


 Publication Identification Number (PIN) - unique number assigned to 
each publication. Stays with the publication for the entire lifecycle.


 Initial Distribution Number (IDN) – used to identify publication 
distribution requirements for printed products.


 Electronic Media (EM) Number – number assigned to CD-ROM or 
DVD products (collections).
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Only EPCOs, or an authorized alternate, can send an 
email request to APDTechPubs@conus.army.mil.


Controlled number request must include the following 
information: 
 Nomenclature
 Pub Date
 Full Title of Pub
 Type of Action (New, Revision, or Change)
 Unit of Issue
 Related Pubs (for New) and/or Superseded Pubs



mailto:APDTechPubs@conus.army.mil�
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Minimize publishing delays! Ensure each publication 
contains:


 Nomenclature including Change number if applicable.
 Full Title on cover page.
 Distribution restriction statement on cover page.
 Supersession statement on cover page.
 Publication Date on cover, LOEP, and title page.
 Appropriate signature blocks on signature page.
 Controlled Numbers (ABN, PIN, and IDN).
 Distribution instruction statement on signature page.
 ALL FONTS EMBEDDED in PDF file of any printed pub.


NOTE:  All pub metadata must be identical to the DA Form 260.
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 Two categories of Collections – ETM and IETM. They are produced 
on CD-ROM or DVD and also hosted on the LOGSA website.  Only 
published as a New or Revised product (no Changes) and receive 
an APD issued “EM” number.


 ETM – Electronic Technical Manuals are created by LOGSA and 
contain a collection of standalone PDF publications related to the 
same weapon system .


 IETM – Interactive Electronic Technical Manuals are created by the 
AMC LCMC and submitted to LOGSA and APD. They are usually a 
collection of publications relating to a weapon system.  IETMs 
contain interactive functions within the publication collection as


 well as diagnostic software that interacts with the equipment.
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Use the latest version, April 2009, found on the APD 
website.  www.apd.army.mil
 Note: The DA Form 260 is currently under revision and it


 will be more automated and web based.


The DA Form 260 is the official request for publishing. 
Make sure the metadata from the pub matches the 
applicable fields on the form. 


Block 16 - Must be signed by an authorized EPCO, or an 
approved alternate.



http://www.apd.army.mil/�
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 Signed DA Form 260.
 PDF file(s) with controlled numbers.
When submitting a Change there must be two PDF 


files submitted, one for the Change Only material 
and one with the Change Included in the Basic pub.


 Copyright release letter, if applicable.
 Running Sheets for printed pubs.
 Printing Specification Sheet for printed pubs.
 Special Distribution Sheet for printed pubs.
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EPCO


DOL-W
ST LOUIS
DIST CTR


LOGSA
PCO


LOGSA
WEB


ARMY PUBLISHING
DIRECTORATE


TECH & EQUIP
PUBS BRANCH


PRINTING MGMT 
BRANCH


GPO/
PRINTER
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 Obtain and apply controlled pub numbers.


 Ensure all required metadata is included on publication.


 Embed ALL fonts in PDF file.


 Complete and sign DA 260.


 Submit DA Form 260 pub request package to “LOGSA Review” 
folder located on the AKO.


 Attach associated files as required like the Running Sheet, Special 
Distribution Sheet, Printing Specification Sheet, etc.
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The New Policy Publishing Process
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 Current Process
 New Process
 Policy Changes
 Implementation – Timelines
 Army Electronic Publishing Development 


Environment
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Proponent


Begin Document 
Preparation


Submit DA 
Form 260 to 


APD


APD
OSA/ 
OAA


Send to 
AHS Publish


APD


Return 
to APD


Prepare Document Edit Authenticate Finalize
Publication


Coordinate
 Internal
 External
 Legal


3-4 Years Average Turn-around for New Publications and Major Revisions
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 Passive and Flawed Process
 Some authors are not equipped to meet official Army document standards – even with 


pre-publication meetings
 APD has no visibility of documents being prepared before they are submitted
 Documents are frequently given low priority by authors
 After submittal APD editors must spend time undoing and correcting poor document 


preparation
 Focus on time, not quality
 APD does not provide publishing stewardship


 Results of the Process
 Unacceptably long publication times
 81.4% of Army policy publications are outdated (older than 3 years)
 Frustrated Proponents, APD Editors, and AHS/OAA Authenticators
 OTJAG Lawyers and AHS/OAA Executives must perform as editors
 Senior personnel time spent correcting errors
 Time constraints permit errors to be missed during editing
 Substantial rework of the document must occur after submittal to APD
 Long queue times waiting for APD/Proponent coordination after submittal


4


Pitfalls of the Current Process
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Not more than 18 Months Turn-around for New Publications and Major Revisions


Proponent w/APD Advice & Assistance


Initiate DA Form 
260 and Begin 


Document 
Preparation


Formally 
Submit to 
APD for 


Publishing


APD
OSA/ 
OAA


Send to 
AHS Publish


APD


Return 
to APD


Prepare and Edit Document Final 
Edit


Authen-
ticate


Finalize
Publication


Coordinate
 Internal
 External
 OTJAG
 OGC


9 Months Maximum 7 Months Max 1 Mo 3 Wks 1 Wk


Proponent Lead APD Lead
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 Proactive and Dynamic Approach
 APD and Proponent proactive life cycle management of policy publications
 Proponents will have constant/ongoing publishing support throughout the process
 APD will assist Proponent to “get it right the first time” prior to formal submission to APD
 Will provide the Proponent with developmental editing support
 APD will advise Proponent regarding policy and coordination
 APD will review/design forms and graphics during document preparation
 APD will only need to do a final edit after submittal of the document
 Coordinators and AHS/OAA authenticators will have few errors to correct
 Proponents will have immediate and continual visibility of their publication in the process
 Proponents will know/have estimated timelines for implementing new/revised policy


 Results of the new process
 Total time to publish will be reduced
 Time for a document in-house with APD will be dramatically reduced due to early 


involvement with Proponent
 Errors in structure, grammar, punctuation, and spelling will be greatly reduced
 AHS/OAA Authenticators can concentrate on policy substance instead of form
 Proponents will be less frustrated because APD will be “in the trenches” with them


6


Advantages of the New Process
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 Each APD team will consist of:
 A Developmental Editor (Team Lead)
 A Forms Analyst
 A Graphic Designer
 A Policy Analyst


 Provides continuity of personnel who are familiar with the Proponent’s policy 
publications


 Provides publications expertise to mentor and assist the Proponent in publication 
preparation


 For large publications and where multiple publications must be concurrently 
prepared for a Proponent, the APD Team Lead can draw upon additional APD 
resources as necessary to ensure rapid and accurate preparation of the 
Proponent’s publication(s)


7


APD Will Assign A Team For Each Proponent
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The Proponent & APD Will Collaborate


Proponent 
Initiates DA 


Form 260 APD & 
Proponent 


Meet


Proponent 
Begins Writing 
& Saves Work


APD Retrieves & 
Begins Editing 


Partial Document


APD Starts 
Form & Graphic 


Preparation


Proponent Retrieves 
Document, Continues 


Writing & Saves 
Work


APD Retrieves & 
Continues Editing  


Document


Proponent Completes 
Document, APD 


Completes Editing, 
Forms & Graphics


Proponent & APD Collaborate 
on Document Coordination


Repository


Proponent w/APD Advice & Assistance


Initiate DA Form 
260 and Begin 


Document 
Preparation


Formally 
Submit to 
APD for 


Publishing


APD
OSA/O


AA


Send to 
AHS Publish


APD


Return 
to APD


Prepare and Edit Document Final 
Edit


Authen-
ticate


Finalize
Publication


Coordinate
 Internal
 External
 OTJAG
 OGC


9 Months Maximum 7 Months Max 1 Mo 3 Wks 1 Wk
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The Structure of Publication Coordination


Start External
Coordination


Org. 1
Review


Org. 2
Review


Org. 3
Review


Org. 4
Review


Org. n
Review


Proponent
Resolve


Comments


Legal
Review


Proponent
Resolve Legal


Comments


...


Proponent w/APD Advice & Assistance


Initiate DA Form 
260 and Begin 


Document 
Preparation


Formally 
Submit to 
APD for 


Publishing


APD
OSA/O


AA


Send to 
AHS Publish


APD


Return 
to APD


Prepare and Edit Document Final 
Edit


Authen-
ticate


Finalize
Publication


Coordinate
 Internal
 External
 OTJAG
 OGC


9 Months Maximum 7 Months Max 1 Mo 3 Wks 1 Wk


30 Days


30 Days 120 Days 30 Days
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Authentication of Policy Publications
Au-then-ti-ca-tion n – s:  “The act of establishing or proving as “authentic” or as “genuine, valid, or authoritative”; e.g., “conforming 
to fact and therefore worthy of trust, reliance, or belief,” “having an undisputed origin,” “executed with due process of law or
regulation.” —Webster’s et al


SA


AASA


AHS Executive Director


All Army Publications


All New & Revised 
Policy Publications


All Army Publications Except Army 
Directives & Specified DAGOs


A
s D


elegated


Proponent w/APD Advice & Assistance


Initiate DA Form 
260 and Begin 


Document 
Preparation


Formally 
Submit to 
APD for 


Publishing


APD
OSA/O


AA


Send to 
AHS Publish


APD


Return 
to APD


Prepare and Edit Document Final 
Edit


Authen-
ticate


Finalize
Publication


Coordinate
 Internal
 External
 OTJAG
 OGC


9 Months Maximum 7 Months Max 1 Mo 3 Wks 1 Wk
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 Administrative documents will be revised, certified current, or proposed to be 
rescinded at least every 3 years
 APD will notify Proponents of the recommended date for starting publication 


revisions (18 months prior to publication date)
 Publications may be certified current in lieu of a revision if:


 The Proponent certifies that the policies in the publication are still valid, and
 All publications and forms cited are current


 No further changes (previously RARs) to the publication may be made if three or 
more already exist; a complete revision must be made


 The Proponent may propose that a publication be rescinded if:
 The policies in the publication are no longer applicable, and
 All 'interested and affected‘ officials agree and there are no legal objections to 


rescission
 Publications that are certified current or proposed for rescinding in lieu of a 


revision will be subject to complete coordination and legal review
 Publication Changes will replace Rapid Action Revisions (RARs)


 Change bars will indicate the specific change
 Only the specific change, per se, will be subject to coordination and 


authentication


11


Currency of publications will be maintained
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 Principal Officials or their Deputies will serve as Publishing Champions and sign DA Form 260s
 Administrative documents will be revised, certified current, or prepared to be rescinded at least 


every 3 years
 Publications will be well-written and meet Senior Leadership expectations for quality and 


timeliness
 Publications that are certified current or recommended for rescinding in lieu of a revision will be 


subject to complete coordination and legal review
 Failure to revise, certify current or rescind will be reported to the appropriate Principal Official, 


the AASA, and the SA 
 Rapid Action Revisions will become “Changes” with change bars/highlighting
 Coordination will be performed at the O6/GS-15 level at a minimum
 Proponents will initiate DA Form 260 before beginning document preparation
 Proponents, Coordinators, and APD will use only the Army Electronic Publishing Development 


Environment to prepare and manage publications
 Both the Proponent and APD will use Microsoft Word with the APPIP template to prepare and 


edit publications until the APT-A template is completed
 Required coordination will now include the Office of the General Counsel
 All legal comments must be resolved before documents can proceed through the process


13


Included in Revised AR 25-30 & DA PAM 25-40
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Timeline
Publishing
Conference


Mid-Nov
2010


Publish Revised
AR 25-30


31 Dec
2010


Begin Using
New Process


1 Jan
2011


Prepare To Implement New Process


 Manual/electronic collaboration methods will be used until new Army Electronic 
Publishing Development Environment is ready
 DA Form 260 initiation with transmission to APD by email
 Use of repository on HQDA NEC servers
 Workflow management via email
 Use of APPIP until APT-A is complete


 Proponent and coordinator training in new process and environment
 Training will be offered periodically by APD
 Process training classes
 Army Electronic Publishing Development Environment training classes


Challenges


IOC for Army
Electronic 
Publishing 


Development
Capability


28 Feb
2011
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Writing/Editing 
Tools
 APPIP/APT-A
 Forms
 Graphics


Dashboard
 Pub Status
 Reports
 Messages
 Routing


Pub Workflow 
Manager
 Writing
 Editing
 Coordination
 Authentication


Repository
 Pub Check-in/out
 Form Check-in/out
 Versioning
 Archiving


Document Viewer
 Current Pubs
 Pub Archive
 Forms


Pub Revision 
Scheduler
 Last Pub Date
 Change Dates
 Latest Revision 


Start Date







ARMY PUBLISHING CONFERENCE 2010


16


Army Publishing Directorate


www.apd.army.mil


 Is the primary user interface with the environment
 Provides links to all other environment functions
 Permits senior officials to quickly view the status of all publications


 Provides reporting capabilities to the users
 Process statistics
 Processing times
 Document aging reports


 Is the role-based messaging capability of the environment
 Mailboxes defined by role/process step
 Messages may be generated by the environment
 Messages can signal the beginning of the subsequent process step


 Performs the primary routing function for the environment
 Routing within the environment is virtual rather than  physical
 Documents are actually all stored in the repository and only appear to be 


routed


16


The Dashboard
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 Controls the workflow defined by the new process
 Permits both serial and parallel performance of process steps
 Guides the Proponent through the writing and coordination processes


 Provides reporting capabilities to the users
 Process statistics
 Processing times
 Document aging reports


 Is the role-based messaging capability of the environment
 Mailboxes defined by role/process step
 Messages may be generated by the environment
 Messages can signal the beginning of the subsequent process step


 Performs the primary routing function for the environment
 Routing within the environment is virtual rather than physical
 Documents are actually all stored in the repository but may appear to be 


routed


17


The Publication Workflow Manager
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 Microsoft Word will be used with Army Publishing templates as the text 
preparation and editing tool
 The APPIP template will be used until APT-A is available for administrative 


publications
 APT-D may be the template used for Doctrine publications


 The Proponent may draft a representative form
 Using Microsoft Word
 APD will prepare the final form using Lotus Forms


 The Proponent may prepare final graphics if they so desire if they have 
a graphic design capability or APD will prepare the final graphics based 
on a Proponent-provided PowerPoint sketch


18


Writing/Editing Tools
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 All publications, archives, forms, graphics, and publication-
related information will be stored in a centralized repository
 For use by Proponents, APD, Coordinators, Legal Reviewers, and 


Authenticators
 Will provide check-in, check-out capability
 Will provide automatic versioning


 The initial repository will be provided by HQDA NEC servers until 
the full Publishing Development Environment is operational


 The final repository will be provided by the Enterprise Content 
Management Services (ECMS) – since the Publication Record 
Tracking Application (PRTA) is an ECMS application


19


Repository
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 The document viewer provides read-only viewing of repository items
 Publications in various stages of preparation
 Archived publications
 Forms
 Graphics


 Viewer may be used by Proponents, Coordinators, Authenticators, Principal 
Officials, and other interested parties


20


Document Viewer


Publication Revision Scheduler


 The Revision Scheduler maintains the
 Last date of publication
 Change dates
 Recommended start date for the next revision


 Provides recommended start date alerts to Proponents and APD
 Notifies the Principal Official and the AASA if the DA Form 260 is not submitted 


within one month after the recommended start date
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Initial Scenario
Proponent Editor Coordinator


OTJAG 
+ OGC


Tool


Complete & submit DA Form 260 X Email
Prepare pages X MS Word + APPIP
Save pages daily X APD Repository
Edit saved pages using “track changes” X MS Word + APPIP
Accept editing changes X MS Word + APPIP
Add new pages as required X MS Word + APPIP
Army-wide publication coordination X X Email
Comment using “insert comments” X MS Word + APPIP
Save commented versions X APD Repository
Resolve comments X X MS Word + APPIP
Save revised publication X APD Repository
Edit revision using “track changes” X MS Word + APPIP
Save edited revision X APD Repository
Accept editing changes X MS Word + APPIP
Legal Review X X Email
Comment using “insert comments” X MS Word + APPIP
Save commented version X APD Repository
Resolve comments X X MS Word + APPIP
Save revised publication X APD Repository
Edit revision using “track changes” X MS Word + APPIP
Accept editing changes X MS Word + APPIP
Submit publication formally to APD X email


Repeat As 
Necessary
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Full Environment Scenario


Repeat As 
Necessary


Proponent Editor Coordinator
OTJAG 
+ OGC


Tool


Complete & submit DA Form 260 X PRTA
Prepare pages X MS Word + APT-A
Save pages daily X APD Repository
Edit saved pages using “track changes” X MS Word + APT-A
Accept editing changes X MS Word + APT-A
Add new pages as required X MS Word + APT-A
Army-wide publication coordination X X PRTA
Comment using “insert comments” X MS Word + APT-A
Save commented versions X APD Repository
Resolve comments X X MS Word + APT-A
Save revised publication X APD Repository
Edit revision using “track changes” X MS Word + APT-A
Save edited revision X APD Repository
Accept editing changes X MS Word + APT-A
Legal Review X X PRTA
Comment using “insert comments” X MS Word + APT-A
Save commented version X APD Repository
Resolve comments X X MS Word + APT-A
Save revised publication X APD Repository
Edit revision using “track changes” X MS Word + APT-A
Accept editing changes X MS Word + APT-A
Submit publication formally to APD X PRTA
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Army Electronic Library (AEL)


Mission Area
Manage Official Consolidated Index of  Army Publications 


and Blank Forms
 Initiate Official Indexing
 Initiate production workflow 
Publish to the web all Departmental, Army-wide 


publications –
Administrative 
Training and Doctrine 
Technical and Equipment
Including blank forms
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Challenges…


One of the many challenges of the AEL is keeping pace with 
the ever changing technologies of the World Wide Web. 


As a component of the Army Publishing Directorate, AEL is 
charged with delivering the soldier’s “authenticated 
content” to the Official Department of The Army Publishing 
website hosted within the AKO.
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metadata [indexing]


As with any library, AEL begins with keeping accurate 
metadata [indexing] of active and obsolete published 
items. The metadata elements are a principal concern 
and key components during the basic production 
process of publishing. AEL maintains its strict indexing 
methodology when receiving official publishing 
requests from across the many proponents who author 
and write the Army’s official departmental content, 
including all the doctrine schools, training facilities, and 
administrative authorities throughout the Army. 
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Official Army Publications Websites


Army Publishing Directorate authorizes the official 
departmental publication and forms dissemination on 
5 Official Army publications websites 


Additionally we publish the authorized official 
departmental forms on the ECMS portal.
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Official Website URLs


The Army Knowledge Online (AKO)
1. www.us.army.mil – DA Pubs & Forms –


(additionally)
www.army.mil/usapa Army Home Page (AHP)                              
www.apd.army.mil Army Publishing Directorate (APD) 
https://myforms.ecms.army.mil/wps/myportal Official 
Departmental Forms 


2. https://www.logsa.army.mil U.S. Army Materiel Command (AMC). 
3. www.train.army.mil General Dennis J. Reimer Training and 


Doctrine Digital Library
4. www.usace.army.mil U.S. Army Corps of Engineers 
5. http://www.armymedicine.army.mil U.S. Army Medical Command 



http://www.us.army.mil/�

http://www.army.mil/usapa�

http://www.apd.army.mil/�

https://myforms.ecms.army.mil/wps/myportal�

https://www.logsa.army.mil/�

http://www.train.army.mil/�

http://www.usace.army.mil/�

http://www.armymedicine.army.mil/�
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AEL Mission Details


Mission Area 
 Stage all item management of publications and forms indexing
 Web hosting and monitoring web operations, maintaining content of over 


155,000 departmental publishing objects on AKO, Army Home Page, APD, 
TRADOC, LOGSA, COE, and MEDCOM websites. 
 Supports weekly website traffic of 7.2 million hits. 
 Provides safeguards for sensitive but unclassified (SBU) publishing 


products on AKO. 
 Maintains publicly accessible publishing products on Army Homepage in 


support of FOIA. 
 Publishes to web daily and maintains current publishing product metadata 


in DA PAM 25-30. 
 Maintains Army Publishing Community Pages on AKO. 
 Provides customer support for electronic publishing customers 


and legacy eforms customers.







ARMY PUBLISHING CONFERENCE 2010


8


Army Publishing Directorate


www.apd.army.mil


AEL Challenges


The way ahead…
 DA FORM 260 REQUEST FOR PUBLISHING -- modernized replacement  wizard for the 


current process of capturing metadata. 
 Through the future Enterprise Content Management Services (ECMS), AEL will 


 Promote a complete structured lifecycle
 Manage published content from inception to archive
 Streamlining document management for our proponents, authoring capacities 


and enhancing the web clients access to content. 
 An updated case tracking process and publishing workflow - virtual case jackets begin 


the workflow, with improved tracking to automate, centralize and standardize 
publishing production throughout APD. 
 Electronic subscription, RSS feeds and E-notification of new releases, changes in 


publication status.
 Provide sustainable web services, tools, and updated desktop DA PAM 25-30. 
 Enhanced  new and improved search capabilities. 
 AEL, on the SIPRNET. 
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Revising website URL’s


AEL will be updating very soon 
Supporting AKO website server URL 


from:
https://akocomm.us.army.mil/usapa


to: 
https://armypubs.us.army.mil


Supporting  the Army Home Page website server URL 
from:


http://www.army.mil/usapa
to:


http://armypubs.army.mil



https://akocomm.us.army.mil/usapa�

https://armypubs.us.army.mil/�

http://www.army.mil/usapa�

http://armypubs.army.mil/�
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Contact


AEL- email support


epubs@conus.army.mil



https://armypubs.us.army.mil/�



		Slide Number 2

		Slide Number 3

		Slide Number 4

		Slide Number 5

		Slide Number 6

		Slide Number 7

		Slide Number 8

		Slide Number 9

		Slide Number 10










BREAKOUT SESSION
Customer Support for Publishing 


and Army Publishing Tools







ARMY PUBLISHING CONFERENCE 2010


2


Army Publishing Directorate


www.apd.army.mil


APD understands 
 The importance to assist the authors to provide quality Army publications 
 How the Army published information in past, is changing and requires flexibility in 


presenting the publication information


APD is supporting the authors by 
 Providing help resources through APD and the ASRL
 Providing a helper tool (APPIP) for administration publications
 Developing the Army Publishing Toolkit (APT) for all publication domains
 Maintaining Army Electronic Library (AEL) and enhancing publication management 


through Enterprise Content Management Services (ECMS)
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APD is always available to help the author with questions or 
issues with the publication process. 


The following are resources for authors–
 FAQ at http://www.apd.army.mil/faq.htm
 Administrative Publications Email help at apdpubsbrief@hqda.army.mil
 APPIP support
 Email at APDAPPIPCustomerSupport@hqda.army.mil
 APPIP Coordinator 703-428-0506/DSN: 328-0506
 Software support 800-880-3773
 Software support http://www.asrl.com



http://www.apd.army.mil/faq.htm�

mailto:apdpubsbrief@hqda.army.mil�

mailto:APDAPPIPCustomerSupport@hqda.army.mil�

http://www.asrl.com/�
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Army SGML/XML Registry and Library


The ASRL is the official central XML/SGML data repository for Army-
approved XML/SGML objects and constructs that is authorized for 
use in the DA publications preparation


Maintain the Digital Publication Development standard, handbook, 
and corresponding Schemas/DTDs residing in the ASRL


Repository for downloading publishing tools (i.e., APPIP)


Provides technical support using the XML/SGML & publishing tools
 Web page at http://www.asrl.com
 E-mail questions or issues at asrl@monmouth.com
 Telephone at 800-880-3773



http://www.asrl.com/�

mailto:asrl@monmouth.com�
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Administrative Publications Proponent/Editor Interface Process


APPIP is a user interface to provide a non-SGML application to 
develop and edit administrative publications IAW DA PAM 25-40. 


APPIP is based upon Microsoft Word templates and add-ons, which 
automatically structures administrative publications into the 
standard Army document format. APPIP assists the proponent in -
 Validating the publication to ensure that all the required parts are included
 Structures the publication in a standardized fashion, thus to be transformed into 


SGML files for composition
 Ensure quicker publishing turn around (see AR 25-30 para. 3-5c(1)) 


Using APPIP allows the proponent to


“Concentrate on the information and not the format”
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A tool for authoring Army publications – APT is specifically designed as an 
enhancement for Microsoft Word. This tool incorporates Visual Basic 
Applications (VBA) procedures, Word template styles, data entry forms, and 
other external program interfaces. 


APT is designed to produce and conform to specific Army publication policy. 


After the proponent has coordinated comments, conformed to Army policy, 
and approved the publication; APT generates an XML-compliant document. 


The XML document is used by APD editors, stored and retrieved from a 
repository, and published in both PDF and HTML outputs as a complete 
publication or information chunks. 


Page 7
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APT is designed to make authoring more intuitive and efficient
than just using Microsoft Word. 


Word is designed to satisfy many authoring needs:


Draft a Memo 


Write a Novel 


Develop Brochures


However, with this power and flexibility comes uncontrolled 
creativity with different publication layouts (stylish).
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APT provides the necessary Word functions, customized tools, 
and predefined styles. These modifications to Word will help the 
author to create publications IAW Army publication policy:


“Concentrate on the information and not the format”


Faster


Improved Accuracy


More Efficient







ARMY PUBLISHING CONFERENCE 2010


10


Army Publishing Directorate


www.apd.army.mil


Publications can be quite large (100 to 10,000 pages). 


Editing a full publication becomes unmanageable in Word. 


APT breaks the publication into logical segments (i.e., Chapter, 
Foreword, Task, Work Package). 


Using logical segments allows–


 Publication parts to be shared between different authors 


 Provides faster response time in Word when editing


 Authors can reorganize the segments quickly, without re-editing 
publication information
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Word’s Ribbon provides a multiple of options and features to 
develop any document type.


APT reduces Word’s Ribbon to only the necessary features and 
options in developing specific publication type.
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APT knows the document segment type (i.e., Chapter, Task, WP) 
and adjusts the ribbon to the segment’s requirements and options.


Chapter


Glossary


Preface
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 Headers and footers are automatically formatted and the data is derived from 
settings in the Publication Property.
 Only preset styles can be used by the author.
 Pull down style menus by data type or complete list.
 Prompts the author for required associated 


information (i.e., figure and caption).


 Inserting or deleting numbered information will automatically be renumbered 
(i.e., paragraphs, figure captions, table captions)
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APT provides the following tools to help in authoring publication.


 Validation IAW Army policy


 Glossary acronym finder and auto-generation


 References and Source Notes


 Table of Contents and Supplemental Contents auto-generation


 Index marking and auto-generation


 Conversion Microsoft Word to context XML markup







ARMY PUBLISHING CONFERENCE 2010


15


Army Publishing Directorate


www.apd.army.mil


Some authors are not familiar with the publication domain 
content or format requirements. Time is wasted trying to ensure 
rules are followed and how to correct the problem


22 September, 2010 Page 15


 Segment Validation
 Each segment has specific validation rules that are checked
 Errors are identified and provide corrective action to correct error.
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 Publication Completeness
 Checks if the required segments exists
 Checks if all segments have gone through validation
 Checks if referenced web sites are valid
 Checks if internal references are still valid


22 September, 2010 Page 16
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Authors sometimes do not capture all the abbreviations or 
acronyms from the publication used in the Glossary. Looking up 
each term’s definition and inserting is time consuming.


22 September, 2010 Page 17


 Author can insert a term in the 
Glossary either by using the entered 
text or from an approved dictionary 
term/definition lookup


 Author can check and select for 
missing terms in the publication, 
which are not yet in the Glossary
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Generating References and Source Notes can be time consuming 
and labor intensive. Inserting a reference or quote and then 
jumping to the References to enter publication information and 
source location.


 Generates References and Source Notes data automatically while the author is 
entering the quote or publication references.


 Quoted/Paraphrased markers (        ) are used to indicate paragraphs with quoted 
or paraphrase text.


 Author can insert, update, and review the source by source types. 
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 Required fields are highlighted
 The author can preview the Source Notes and Reference entries.


 The author can reuse previous sourced publication data by double clicking on the 
reference in the list.
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Authors need consistent method to generate the table of 
contents and flexibility to manage supplemental contents.


 The contents tables are formatted consistently IAW policy and generated 
automatically from the predefined styles used in the publication.


 Supplemental content can as flexible as allowed by policy. 
Different illustration types (i.e., List of Figures, List of Maps) 
can be defined and then listed in the publication title block.
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Generating an index can be time consuming and labor intensive


 Index marker (     ) is used to indicate paragraphs 
with index entry(ies).


 Review the paragraph(s) index topics and the 
publication index topics at the same time.


 Search and locate publication topic and apply to 
paragraph(s).


 Generates the index automatically by paragraph 
number or page number (author selectable).
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Authors/Army are concerned with how to use the information 
developed in paper format into the enhanced Web environment.


22 September, 2010 Page 22


 Data developed is transformed to a neutral format 
XML that can be used to generate
 Army format compliant paper (page-based) 


publications
 On-line information with active links for glossary 


terms, publications, web-sites, etc.
 XML data available for inclusion into the MilWiki 


with data chunked to topical groups identified 
by the author


 Links are created automatically for
 Glossary terms
 Publication references
 Reuse the index for keyword searches
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The mission of the Doctrinal and Training Publications Branch is to──
 Enforce Federal and DOD publishing and directives management legal     


requirements, policies, and programs for the doctrinal and training 
publishing function. 
 Develop, interpret, and recommend publishing policies and standards 


for appropriate doctrinal and training literature.
 Serve as advocate for departmental publishing and printing of 


doctrine and training documents for which APD has mission 
responsibility. 
 Edit and prepare doctrinal and training publications for 


authentication. 
 Prepare publications in approved Army format for doctrinal and 


training publications.


2
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TRADOC
Training and 


Doctrine 
Command


Doctrinal and 
Training 


Publications: 
SME/Writer


PCO


APD 


Doctrinal and 
Training Publications 


Branch


Official       
Authenticated


Information


Published Media 
Web/Print


1


CADD
For 


Doctrinal 
Publications 


Only
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APD FINAL PROCESSING PROCEDURES


Front Matter
Cover page – check date, pub number,
title, distribution restriction statement,
and destruction notice.*
Title page – check title, date, pub number, 
page number, supersession statement,*    
distribution restriction statement, and 
destruction notice.*
Contents page(s) – ensure all entries
match up with their respective headings,             
titles, figure captions, table titles, and
page numbers; ensure section headings 
are accurate.
Preface – ensure applicability statement, 
proponent statement, and DA Form 2028 
statement are included and/or accurate. 
Introduction* – check page numbers, 
pub number, and pub date.


* If applicable


Body
Body – check page numbers, pub number,
pub date, and section headings; ensure that 
mention of inactive and/or higher classified 
references are replaced or removed.
 Graphics – ensure all graphics are 


imported and anchored; proponent will be 
contacted if any problems (e.g., distortions, 
excessive darkness/lightness,  or “floating 
illustrations”) are found.
 Forms – all must be reviewed/approved


by a forms analyst; proponent will be 
contacted if any problems (e.g., missing DD 
Form 67,  Form Processing Action Request, 
outdated forms, use of unofficial forms,  and 
forms not listed in the reference section) are 
found.


In addition:
Figures – ensure headings and illustrations 


are located in correct position.
Tables – ensure headings and tables


are located in correct position.


Rear Matter
Appendix – check page number, pub date, 
and section headings.
Glossary – check to ensure all acronyms
are defined, and that section headings are 
accurate.
References – check to determine 
active/inactive/superseded status (delete
or replace reference when appropriate),
check classification (if higher classification  
publication, must be deleted); ensure section 
headings are accurate.
Index – ensure index is tagged; check 
section headings; all else remains as is 
unless massive changes have been 
performed to the body.
Authentication page – insert AASA’s
signature, authentication number, pub 
number, pub date, distribution statement, 
and initial distribution number (IDN).*
PIN page – insert publication identification 
number.


4
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Templates‒Use the prescribed template (FM/ATTP, TC, or STP) to ensure 
proper formatting (font, text size, parallelism, and so forth). 


References‒Provide sources for obscure documents. See DA Pam 25-40, 
paragraph 2-31i for more information.


Graphics‒Embed all graphics into the document to ensure stability; do not 
cut and paste. See DA Pam 25-40, chapter 2, paragraphs 2-19 through 2-
30 for more information.


Policy Waivers‒Contact the APD Policy and Standards Office at 
APDPOLSTD@ conus.army.mil about issues in the publication that may 
contradict any regulation before submitting for final processing. 


Continuity‒Keep all formatting, punctuation, capitalization, and spelling 
consistent. See DA Pam 25-40, chapter 2, sections I and II for more 
information. 


5
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Upon Authorization to Publish──
 Both versions of the publication (EMO/print) go through a Web/print 


checklist procedure, which is a quality control measure. 


 Electronic media are bookmarked and tagged; the publication is modified 
and reduced in size before going to APD’s Army Electronic Library for 
posting to the World Wide Web.


 Print  media go through  the Adobe Distiller for a pre-flight check for font 
embedded errors. 


 Running sheets are created for print media before forwarding to APD’s 
Printing Management Branch for processing. 
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The mission of the Administrative Publications Branch is to──


 Manage the Army Publishing Program for administrative policy and procedural 
publications, to include the editorial process for publishing to the Web.


 Ensure compliance with Armywide administrative publishing policies and procedures in 
creating, preparing, coordinating, publishing, distributing, and managing HQDA 
administrative policy and nonpolicy publications.


 Determine the appropriate media for Army administrative publications and evaluate the 
role of publications and other media in supporting the Army.


 Ensure appropriate content and staffing requirements of HQDA administrative 
publications.


 Serve as the point of contact for overall management of publications submitted to APD 
for publication.


Mission statement
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DA Form 260


Indexing


Panel review


Start Publications 
Management


Editing


Prepare for PROOFs


PROOFs to proponent


Request Policy and 
Standards Review


Authentication


Final publication to Web


Publishing Process


Administrative 
   publications 


  go through 
 many hands 


 before 
 publishing to 


 the Web.
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 Proofread (scan) all submissions by comparing what the proponent submitted against first 
produced PDF, be it MAJOR revision, RAR changes, or ADMIN revision changes. (“Proofreading 
is the process by which you confirm that the copy you are looking at faithfully reproduces the 
original material in the intended form.”) (For the editor to scan a publication is to “look over rapidly 
but thoroughly by moving from one point to another.”)  


 Correct title page boilerplates. 
 Correct/clarify each listed item on the summary of change page. 
 Verify/correct paragraph citations on summary of change page. 
 Order citations on summary of change page. 
 Correct appendix A (to include currency/accuracy of references; citations listed with required 


references). (List citations only in required section, remove all others. Include Web site for where 
to find required publications.) 


 Correct acronyms (spell out if used less than 3 times; ensure all acronyms used in the publication 
are defined in glossary; delete unnecessary acronyms). (Note: Only use the RMDA Web site to 
define acronyms. If not listed, spell out. Only use one meaning per acronym.) 


Editor’s checklist
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 Correct spelling, punctuation, capitalization, pluralism, possessives, and grammar. 
 Ensure consistency throughout publication. 
 Correct paragraph structure/make parallel structure, where necessary. 
 Move responsibilities to paragraph 1-4, if necessary or chapter 1, section II or chapter 2. 
 Correct responsibilities to reflect senior level officials (not an office). 
 Correct text to neutral language. 
 Correct table numbers/titles, where necessary. 
 Correct order of tables, where necessary. 
 Correct figure numbers/titles, where necessary. 
 Correct order of figures, where necessary. 
 Ensure all publications cited from the very first page of the publication to the very end of 


the publication are included in appendix A. 
 Check your work by proofreading. 


Editor’s checklist cont’d
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 Policy publications include ARs, DAGOs, HQDA letters, DA MEMOs, and circulars.


 Administrative Publications Branch editors prepare publications in SGML and XML formats.


 Administrative Publications Branch editors meet regularly with HQDA official 
proponents/writers/contractors to provide publishing guidance and insight on the editorial process.


 One way that branch editors help to maintain the integrity of files submitted to APD is by addressing 
all questions (other than editorial) to the proponent point of contact as listed on the DA Form 260 
and no one else.


 APD’s one electronic publishing program specialist trains HQDA officials on the use of Army 
standardized interface software for publishing.


 APD’s one electronic publishing program specialist provides standardized word-processing files 
(SGML/XML source files) to HQDA proponents in support of manuscript updates.


 The Administrative Publications Branch ensures data standards for administrative publications.


FACTs
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Provide high quality forms design and forms 
management services and support by employing 
advanced technologies to ensure responsive 
support worldwide.
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Overview


 Forms Management Process
 DD Form 67 (Forms Processing Action Request)
 Privacy Act
 SSN Reduction Plan
 Forms Design and Software
 Forms Issues while Preparing your Publication
 References and Resources
 Questions


3
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Definitions


 Definition of a Form
 Referenced Forms


Forms prescribed and controlled by other Army Publications
 Prescribed Forms


Forms prescribed and controlled by your Publications 


 Identifying all forms citations in your publication
 Explicit citations
 Implicit citations


4
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Types of Forms


 Forms that may be cited in an Armywide Publication
 Departmental Forms


Armywide (DA and DD Forms)
 Higher Echelon Forms


GSA Forms (SF, OF or OP Forms)


 Forms that cannot be cited in an Armywide Publication
 Local and Command Forms
 Unofficial Forms


5







ARMY PUBLISHING CONFERENCE 2010
Army Publishing Directorate


www.apd.army.mil


Forms Hierarchy


6


SF/OF


DD


Navy Air ForceArmy


Army 
Command/Local
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The DD Form 67 (Forms Processing Action Request)


 Used only for the Prescribed Forms in your Publication


 Used to Request:
 New forms
 Revision of forms
 Cancelation of forms
 Order reprints (non EMO forms)


 When should a DD Form 67 be submitted to APD?


Who should sign the DD Form 67?
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The DD Form 67 (Forms Processing Action Request)


 Staffing/Coordination of the DD Form 67
 Internal Coordination 


 Privacy Act
 Postal
 Reports (RCS and OMB)


 External Coordination (only for DD Forms)
 with Each of the Other Services using the Form
 Air Force, Navy,  etc.


 SSN Reduction Plan
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Electronic Forms Design


Upon receipt of your completed and coordinated forms request, APD  
Forms Designers will design your Departmental Forms using the 
approved Official Army Software (IBM Lotus).


 Army Forms Standard
 Digital Signature
 Computations
 Logic Enhancements
 Validation
 Customized Help


Development of workflow applications and backend database 
integration are available at a cost.







ARMY PUBLISHING CONFERENCE 2010
Army Publishing Directorate


www.apd.army.mil


Other APD Forms Services


 Departmental Forms Management
 Indexing
 Edition and Version Control
 Electronic Publishing


 The “Forms” portal behind the ako (www.ako.army.mil)
 APD web site (www.apd.army.mil)
 Green Pages (www.armypubs.army.mil)


 Publishing and printing of paper forms or special construct 
forms (folders, envelopes, tags, etc.)



http://www.ako.army.mil/�

http://www.apd.army.mil/�

http://www.armypubs.army.mil/�
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Forms Tips while Preparing your Publication


 Correct format for the first form citation in the publication
 Check if form is active and available for Army users
 Only departmental and higher echelon forms could be cited
 Illustrations of sample forms


 Only if necessary
 must be a filled-out sample  (no Blank Forms)
 The most recent edition and version of the form
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Tips while Preparing your Publication


Paper Forms vs. Electronic Media Only (EMO)


 All Administrative Publications are EMO
 If a Publication is EMO, then all the forms it prescribes must be EMO 
unless a waiver is obtained
 Waivers will be granted for Special Construct Forms, (folders, 
envelopes, tags, etc)
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Forms and “The New Publishing Process”


 At the start of the DA Form 260 Process
 Pre-Publication Forms Guidance 


 Submitting a Draft
 Forms review, forms guidance, and consultation
 Pre-design, if necessary (more than 7 new or revised forms)


 Official submission (Panel Review)
 Completed and coordinated DD Form 67s
 SSN justification
 Forms Review/Acceptance


 Processing the DA Form 260 
 Forms processing
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References and Resources


 AR 25-30 (The Army Publishing Program)
 DA Pam 25-31 (Forms Management, Analysis and Design)
 DA Pam 25-40 (Army Publishing: Action Officers Guide)
 DA Pam 25-30 (Consolidated Index of Army Publications and Blank 


Forms)
 Directive type memorandum (DTM) 07-015-USD(P&R) – DoD Social 


Security Number (SSN) Reduction Plan
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Whenever the government collects Personally Identifiable 
Information (PII) from an individual, regardless of the method 
used to collect the information (forms, personal or telephonic 
interview, Internet or system access), the Privacy Act of 1974 
(5 USC 552a) requires the government to advise individuals 
why the information is being collected from them, which 
affords individuals an opportunity make an informed decision 
as to whether to furnish the information for the intended 
purpose.  


When do you need a Privacy Act Statement?
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What’s Included in a Privacy Act Statement
AUTHORITY: Must be statutory or Executive Order.  Ensures that personal 
information collected is limited to that which is legally authorized and 
necessary.  Lists the Federal Law and/or Executive Order that appears in the 
systems notice for the system of records into which this data will be placed. Can 
also include any regulatory authority.  Title 10 USC Section 3013 is the overall 
authority for the Secretary of the Army.  Executive Order 9397 is the authority 
for use of SSNs.  


PRINCIPAL PURPOSE(s):  The purpose(s) for which the information is to be 
used.  This varies and should be written from the individual record subject 
perspective.  For example, simply stating the data will be used for management 
statistical analysis is not sufficient when another purpose might be to 
determine assignment qualification. (You may also use the same information 
that is contained in the systems notice).
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What’s Included in a Privacy Act Statement (cont)


ROUTINE USE(s): Indicates which agencies outside the Department of Defense 
will have access to the data or to which the data will be shared.  The “Blanket 
Routine Uses” for the Department of Defense almost always apply and are 
usually indicated here.  


MANDATORY OR VOLUNTARY: In almost every instance, furnishing the 
information is voluntary.  If failure to provide the information will result in 
deprivation of a service, benefit, or function the individual should be informed.  
Furnishing the information is mandatory only if a Federal statute, Executive 
Order, regulation or other law specifically imposes a duty on the individual to 
provide the information sought and when the individual is subject to a penalty if 
he or she fail to provide the requested information
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 Personally Identifiable Information (PII) is data that links or can be combined with other 
PII elements to link to an individual


 PII can be used to distinguish or trace an individual’s identity


OMB  M-07-16


 PII can be on stored in hard copy or electronic media form
 The type of storage does not affect its status as PII or alter reporting requirements*


Types of PII*


Social Security Number regardless of truncation


 Physical Characteristics Race/Ethnicity, Biometrics etc)


 ID Numbers (i.e. badge numbers, driver's license etc.)


 Civilian Information (Dependant data, emergency 
contact info)


 Social/non-business data (religious affiliation, marital 
status) 


You
Name


Truncated 
SSN


Ethnicity
Home  
Address
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Type Bullet Header Here
Bullet 1
Bullet 2
Bullet 3


bullet4


AUTHORITY:  Title 10 USC Section 270, 10 USC 737a and Executive Order 9397, 
22 November 1943. 


PRINCIPAL PURPOSE: To validate your eligibility and to ensure that your 
agreement to these conditions is a matter of record. 


ROUTINE USE(s):  The DoD “Blanket Routine Uses” set forth at the beginning of 
the Army’s compilation of Systems of Records Notices also applies to this system. 


DISCLOSURE: Disclosure of your SSN is voluntary; however, if it is not provided 
you will not be eligible for IRR enlistment/reenlistment or extension bonus. 


DA Form 4977 – Individual Reserve Bonus Program - Agreement
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Type Bullet Header Here
Bullet 1
Bullet 2
Bullet 3


bullet4


AUTHORITY:  Title 5, Section 3012; Title 10, USC, Executive Order 9397, 22 
November 1943. 


PRINCIPAL PURPOSE: To initiate the processing of a personnel action being 
requested by the Soldier.


ROUTINE USE(s):  The DoD “Blanket Routine Uses” set forth at the beginning of 
the Army’s compilation of Systems of Records Notices also apply to this system. 


DISCLOSURE: Voluntary.  However, failure to provide the requested information 
may result in a delay or error in processing of the personnel action. 


DA Form 4187 – Personnel Action
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ROUTINE USE(s):  Information provided may be released IAW the Army’s blanket 
routine uses. 


DISCLOSURE: Disclosure of requested information is voluntary; however, if 
information is not provided, certification of the candidate may be denied.


AUTHORITY:  Title 10 U.S.C. Section 3013. 


PRINCIPAL PURPOSE: To certify Family child care providers and to validate 
services to be provided. 


DA Form 5219 – CDS Family Child Care Provider Application
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ROUTINE USE(s):  Information provided may be released IAW the Army’s blanket 
routine uses. 


DISCLOSURE: Disclosure is voluntary; however, failure to disclose required 
information may result in service member not being considered for voluntary 
retirement.


AUTHORITY:  Title 10 U.S.C. Chapters 61, 63 and 67. 


PRINCIPAL PURPOSE: To initiate necessary administrative action in regard to 
voluntary requests for retirement. 


DA Form 2339 – Application for Voluntary Retirement
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 President's Task Force on Identity Theft Strategic Plan, April 
2007 


 DOD Senior Privacy Official Memorandum, "Personally 
Identifiable Information," April 27, 2007 


 Directive-Type Memorandum 07-015-USD(P&R) ─ “DOD Social 
Security Number (SSN) Reduction Plan” dated March 28, 08 


 DOD 5400.11-R, "DOD Privacy Program," May 14,2007
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 DA Forms that collect Social Security Numbers (SSNs) 
Approximately 500 forms
 Goal is to eliminate SSN’s if at all possible


 DA Forms with continued need to collect the SSN: 
Must have an approved justification memorandum based on 
acceptable use cases located in DTM 07-015-USD(P&R) 
 GO/SES must sign justification
 Army Forms Manager is approving Official cosigned by Army Privacy 
Office  


 DOD to direct reviews of Army proponent DD & SD 
Forms
 Command/installation forms must be reviewed with 
similar process
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 APD Forms Management Branch & Army Privacy Office
 Are charged with reducing SSN usage throughout the Army
Must be convinced that continued use is appropriate 
 Review and approve/disapprove SSN justification memorandums
 Ensure compliance with DTM 07-015-USD(P&R) and acceptable use cases


 Forms Managers, Proponents, & Privacy Officials at the 
Headquarters level will:


 Periodically review new/existing forms (3 year reporting)  
 Review will validate continued SSN use or identify SSN elimination
 Include Privacy Officials in review (block 15 e of DD Form 67)


 Ensure  SSN Justification Memorandums:  
Signed by GO/SES
Correlate with one or more acceptable use cases in the DTM
Provide convincing rationale for continued use of the SSN


Submit DD Form 67(s) along with draft form(s), and SSN justification 
memorandum(s) to the Army Privacy Office submitted along with DD Form 67
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 DoD Forms Management Officer 
 Review SSN justification memorandums on DD and SD forms and report 
annually
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 SSN Justification memorandum must:
 Name and describe the form that is subject of the justification
 Require interoperability with organizations with and beyond DoD
 Reference one of the twelve acceptable use cases found in DTM 07-015-
USD(P&R)
Reference the specific law, federal regulation, and/or system of records notice 
(SORN) that requires the collection of the SSN


 Forms that claim “operational necessity” 
Will be closely scrutinized 


 Ease of use or unwillingness are not acceptable justifications
 It is unacceptable to collect, use, retain, or transfer SSN along with any 
other Personally Identifiable Information (PII) without approved 
justification
 Explore alternatives to SSNs such as biometrics, electronic data 
interchange,   system-generated identifiers, net-centric environments, 
email address
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(1) Geneva Conventions Serial Number – SSN is necessary to fulfill Geneva 
Convention requirements to identify authorized combatants


(2) Law Enforcement, National Security, Credentialing – SSN is needed to 
perform background checks and verify criminal history of persons involved in 
criminal activities and employees working in law enforcement


(3) Security Clearance Investigation or Verification – SSN necessary to conduct 
background checks on employees


(4) Interactions With Financial Institutions – SSN is needed in order deposit 
funds and open accounts


(5) Confirmation of Employment Eligibility – SSN is necessary to prove eligibility 
to work or with the U.S. government
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(6) Administration of Federal Worker’s Compensation – SSN is needed to 
facilitate payments and benefits 


(7) Federal Taxpayer Identification Number – SSN is needed to report earnings 
and other information to state and federal taxation authorities


(8) Computer Matching – SSN is necessary to compare data on individuals with 
other federal agencies


(9) Foreign Travel – SSN is needed to obtain passport


(10) Noncombatant Evacuation Operations (NEOs) – SSN required by the State 
Department as persons are repatriated to the U.S.
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(11) Legacy System Interface – SSN is needed to report and verify 
data with other DoD systems
 Use only if no other Acceptable Use applies
 Transition to another identifier cost prohibitive
 Only valid for limited period to time
 Plan for elimination with timeframe must accompany justification


(12) Other Cases – Sufficient grounds and documentation must be 
submitted to prove SSN use is required by law







ARMY PUBLISHING CONFERENCE 2010
Army Publishing Directorate


www.apd.army.mil


 APD and Army Privacy Office cannot draft your justification
 Our role is to eliminate SSNs


 Justification preparation and staffing can be time-consuming – plan 
accordingly based on your organizational needs


 Consider related publications and system requirements as you prioritize 
justification submissions


 Ensure you closely adhere to the Acceptable Use cases


 Be brief and do not include unnecessary information in your 
justifications
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 Ensure justifications are complete, accurate, and non-contradictory 


 Justifications are not permanent and will be reinitiated when form(s) are 
revised
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Overview of GPO’s Authentication 
Initiative


November 19, 2010


Lisa Russell, Manager, Content Management 
Library Planning & Development
U.S. Government Printing Office







Agenda


 Background on Superintendent of Documents 
programs


 What is GPO’s authentication initiative?
 How it works
 Validation process for signed PDF files
 Current and future implementation 
 Where to find more information







Federal Depository Library Program 
(FDLP)


 44 USC 1902 states 
“Government publications, except those determined by their 
issuing components to be required for official use only, or for 
strictly administrative or operational purposes which have no 
public interest or educational value and publications classified for 
reasons of national security, shall be made available to depository 
libraries through the facilities of the Superintendent of 
Documents for public information.”







Federal Depository Library Program 
(FDLP)


 Over 1200 libraries across the United States
 Regional depository libraries
 Selective depository libraries


 Permanent Public Access (PPA) to information 
products of the US Government







Related Programs of the Superintendent of 
Documents


 Cataloging & Indexing Program – Title 44, 
Chapter 17 of the US Code


 Access to Federal Electronic Information – Title 
44, Chapter 41 of the US Code







Catalog of US Government Publications (CGP)







GPO Access, created by 
Public Law 103-40 


(codified in Title 44, 
Chapter 41, USC), is 
being migrated to the 


Federal Digital System 
(FDsys)







Federal Digital System (FDsys)







Key Components of Authentication


 Trusted Source – user validates that the content 
they receive is from a trusted source


 Item Integrity – user validates that the content 
has not been altered







GPO Authentication Initiative
 GPO is engaged in a major authentication initiative designed to 


assure users that the information made available by GPO is 
official and authentic and that trust relationships exist between 
all participants in electronic transactions.


 This initiative, which employs Public Key Infrastructure (PKI) 
technology, allows users to determine that the files are 
unchanged since GPO authenticated them.











How It Works


 GPO uses a digital certificate to apply digital signatures 
to PDF documents.


 The digital certificate is issued by a Certificate 
Authority (CA) upon receiving proof of identity.


 A certification path between the certificate and the CA 
must be established to validate the signature.







Validating a Certification Path


Driver’s license certification path
 State of Iowa


 Iowa Department of Transportation
 John Doe


Digital certificate certification path
 Adobe Root CA


 GeoTrust CA
 Superintendent of Documents







Adobe Acrobat or Reader 9.0 Validation 
Process







When you open a digitally signed file in Adobe Acrobat or Reader 
9.0, you will see a light blue bar along the top of the page.  The 
blue ribbon icon lets you know that the digital signature is valid 
and that the document has not been modified since GPO signed 
and certified it.  







Right-click on the GPO Seal of Authenticity and select “Show 
Signature Properties…” from the menu that appears. 







The Signature 
Properties dialog box 
provides information 
on the signature.  It 
will open to the 
Summary tab, 
showing summary 
information about the 
signature.  Click on 
“Show Certificate.”







The Certificate 
Viewer provides 
details on the 
certificate used 
to sign the 
document and 
the certificate 
path.  Click on 
“OK” to close the 
Certificate 
Viewer.  If the 
Signature 
Properties dialog 
box is still open, 
click “Close.”







You can also view Signature information by clicking “Signature 
Panel.”







The Signature Panel will appear in a frame to the left of the 
document.  You can click the plus sign to the left of the blue 
ribbon to see more information about the signature.







Click the arrow in the black Signatures bar at the top of the 
Signature Panel to close the Signature panel.







In Adobe Acrobat or Reader 9.0, signatures are validated when 
the file is opened.  If you would like to check the validity, click the 
GPO Seal of Authenticity.







Adobe will run a validation check and you should get this Signature 
Validation Status dialog box.  


An alternate way to do this check is to right-click on the GPO Seal 
of Authenticity shown in the previous slide and select “Validate 
Signature” from the menu that appears.  Adobe will run the 
validation check and you should get the box shown above.







When you open a digitally signed file in Adobe Acrobat or Reader 8.0, you will see this 
pink bar across the top of the page instead of the light blue bar shown with version 9.0. 
Again, the blue ribbon icon lets you know that the document has not been modified since 
it was certified and the digital signature is valid. 







When you open a digitally signed file in Adobe Acrobat or Reader 7.0, you will see this 
dialog box. The blue ribbon icon displays on the document and in the dialog box. 







Adobe Validation Icons


The Blue Ribbon icon 
indicates that the certification 
is valid. 


The Certification Question 
Mark icon means that the 
document was certified, but 
the validity is unknown. 


The Check Mark icon 
indicates that the signature 
is valid. 


The Question Mark icon 
indicates that the signature 
could not be verified. 


The Warning Sign icon 
indicates that the document 
was modified after the 
signature was added. 


The Red "X" icon indicates 
that the certification is not 
valid. 







Authenticated Content on GPO Access/FDsys


 GPO authenticated applications on GPO Access:
 The Budget of the United States Government
 Public and Private Laws
 Congressional Bills


 Focus shifted to authenticating on FDsys







Public and Private Laws Web Page on GPO Access







Public and Private Laws on FDsys







Next Steps


 Continue authentication of PDF content on FDsys
 Investigation of new options, such as authenticating 


additional formats or more granular authentication
 Authentication workshop held at GPO, June 2010
 Request for Information (RFI) released August 2010
 Industry day held at GPO, October 2010







Authentication Web Page on GPO Access
 http://www.gpoaccess.gov/authentication/
 Slide presentations describing validation process in 


Adobe Acrobat and Reader versions 9.0, 8.0, & 7.0
 General information on authentication, including 


definitions of many terms.
 Information on ongoing authentication activities







Additional URLs


 FDsys http://www.fdsys.gov
 GPO Access http://www.gpoaccess.gov
 CGP http://catalog.gpo.gov
 GPO web site http://www.gpo.gov



http://www.fdsys.gov/�

http://www.gpoaccess.gov/�

http://catalog.gpo.gov/�

http://www.gpo.gov/�





Comments or Questions?


Lisa Russell lrussell@gpo.gov
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