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3. In view of the foregoing, the affiant requests that an authorization be issued for a search of SSG File and the residence
i person) (and)

123 Nowhere Avenue, Fort Swamp, Louisiana 00012-0023 (Continued, see attached)
(ihe quarters or bilers) and)

and (seizufe) ion) of ScoffiiNgTd)
heawomoble > s persons searchedfor]

TYPED NAME AND ORGANIZATION OF AFFIANT 'SIGNATURE OF AFFIANT

SA ArtE. Fishal 5 .
10th MP Group (CID), 1234 Fort Swamp CID Office, Fort Swampy, LA e ,,,,,LJ

'SWORN TO AND SUBSCRIBED BEFORE ME THIS 9 DAY OF September 2011 ar __1000
TYPED NAME, ORGANIZATION AND OFFICIAL CAPACITY OF AUTHORITY SIGNATURE OF AUTHORITY ADMINISTERING THE OATH
ADMINISTERING THE OATH

John A. Doe, Captain, JA, Military Magistrate
Office of the Staff Judge Advocate,
Fort Swampy, LA 00012-0023 Q{r{wn A O

v

INSTRUCTIONS FOR
AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND

1. 1n paragraph 1, set forth a concise, factual statement of the offensé that has been committed or the probable cause to believe that it has been committed. Use
additional page if nécessary.

2. In paragraph 2, setforth fact establishing probabIe cause for believing that the person, premises, or place to be searched and the property to be seized o the
person(s) to be apprehiended are connected with the offense mentioned o paragraph 1, plu facts establshing probable cause (o believe that the property to be
seized or the person(s) o be apprehended are presetly locaied on the person, premises, or place o be searched. Before a person may conclude that probable
cause to search exists, he of she must irst have d reasopable beliefthat the person, property or evidence sought s located in the place or on the person o be
scarched. The facts stated in paragraphs | and 2 must be bascd on cither the personal knowledge of the person signing the affidavit or on hearsay information
which he/she has plus the underlying circumstances from which he/she has concluded that the hearsay information is trustworthy. If the information is based on
personal knowledge, the affidavit should, s indicate. Ifthe information is based on hearsay information, paragraph 2 must set forth some of the underlying
ciféumstances from which the person signing the affidavit has concluded that the informant (whose identity need not be disclosed) or his/her information was
trustworthy. Use additional pages if necessary.

3. In paragraph 3, the person, premises, of placé 1o be searched and the property t0 be seized or the person(s) to be apprehended should be described with
particularity and in defail. Aulhiosization for a search may issue with respect to a search for fruts o products of an offense, the instrumentality or means of
committing the offense, coniraband or other property the possession of which is an offense, the person who committed the offense, and under certain
circumstances for evidentiary matters.
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AFFIDAVIT SUPPORTING REQUEST FOR AUTHORIZATION TO SEARCH AND SEIZE OR APPREHEND
For use of this form, see AR 27-10; the proponent agency is OTJAG.

'BEFORE COMPLETING THIS FORM, SEE INSTRUCTIONS ON PAGE 2.

L SA ArtE. Fishal . 10th MP Group (CID), 1234 Fort Swamp CID Office
Name) (Organization or AdGros%)

Camp Swampy, LA 00012-0023

having been duly sworn, on oath depose and state that:

1am a Special Agent with the United States Army Criminal Investigation Command (CID), I have been conducting felony level
criminal investigations since March 2004 and have participated in 147 child pornography investigations involving computers and
electronic devices. I make this affidavit in part from personal knowledge based on my participation in this investigation and as
assisted by SA Cyber Stalker, Federal Bureau of Investigation (FBI), Camp Swamp, Louisiana 00012-0023.

On 24 August 2011, this office was notified by SA Cyber Stalker, Federal Bureau of Investigation (FBI), Camp Swamp, Louisiana,
that about 1245, 20 August 2011, SSG James . File, 123 Nowhere Avenue, Fort Swamp, Louisiana 00012-0023, transmitted over
the internet three digital images of apparent prepubescent females being Vaginally penetrated by an adult male. SA Stalker related
the images were transmitted by way of a peer-to-peer (P2P) software, which allowed other Internet users to access his shared files
for the purpose of uploading and downloading. SA Stalker requested to conducted ajoint investigation with USACIDC SAs du to
SSG File's military affiliation. (Continued, see attached)

2. The

[ have reason to believe SSG File is in possession of child pornography and distributed the child pornography when he shared, over
the internet, material depicting minors engaged in sexually explicit acts or posing in a lewd and lascivious manner; which are
violations of 18 USC § 2252 and 18 USC § 2252A. The contraband, evidence, fruits, and instrumentality of the crimes are
believed to be maintained at the residence (123 Nowhere Avenue, Fort Swamp, Louisiana 00012-0023) of SSG File based on the
files downloaded by the FBI from SSG File’s Internet Protocol (IP) address, information gathered from the Internest Service
Provider, and the statements SSG File made to law enforcement.

further states that

T T AT s W m s o
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DA Form 3744-R
Continuation Sheet

SA Art E. Fishal

9 September 2011
Paragraph 1 (continued):

On 20 August 2011, the FBI conducted a preliminary investigation which revealed the Internet Protocol
(IP) address from which the images were downloaded was registered to SSG Files residence and SSG,
Files name was the account holder for the internet service, this information was obtaincd through a
subpoena served to Word Tech Fios Internet Service Provider (ISP).

On 23 August 2011, the FBI telephoned (123) 555-2345 (the aumber listed by the Bell South Telephone
Company as belonging to SSG File) to conduct a pretext phone interview. A male answered the,call an
identified himself as Jim File. SA STALKER interviewed SSG File, stating she was a representative from
a data software corporation. SA Stalker request that SSG File participate in a survey pertaining to
computer usage, to which SSG File agreed. During the‘interview, SSG File stated he owned two desk top
computers running Windows operating systems (one of which he built himself and the other was a Dell
Optiplex 7300 with upgrades he performed). SSG File stated he built the first computer about 4 to 6
months ago and has been using it on the Internet'ever since. SSG File related that he has owned the
second computer since he purchased it in 2008‘and that both computers have been connected to the
internet for the past year. SSG File stated he was extremely proficient in computer usage, construction,
and on-line access (citing he has been an on-line computer user for approximately 4 years and has been
using the World Tech Fios as a network service provider for the past 1 2 years). SSG File stated he spent
approximately 4 to 6 hours per day using his computers on-line for educational, business, and recreational
needs. When asked how many of the occupants of his residence used on=line services, SSG File stated he
had three daughters (only one of which was old.enough towse the computer; however, she could not do so
without his password, which she did not know). SSG File alsostated his wife occasionally used the
computer, but did not do so frequently or with any level of proficiency.

During the conversation with SSG File.it was determined the two computers were in his possession at the
time the child pornographic images were transmitted and he confirmed the computers were still in his
possession located at his residence;which he verified to be 123 Nowhere Avenue, Fort Swamp, Louisiana
00012-0023.

Paragraph 3 (continued):

The residence of 123 Nowhere Avenue, Fort Swamp, Louisiana 00012-0023,

The premise is 2.17 miles east of Highway 172. The single family ranch style house is approximates 200
feet from north side of the road and has a gravel driveway. The house has white metal roof and the
exterior walls are an off-white color, with a stucco type covering. There is a tall television antenna on the
roof. In front of the house is a small wishing well in the front yard. There is a small portable building in
front of the house. To the east of the house there is a large metal building approximately 400 square feet
in sizes The building has galvanized metal siding. The address is on the right hand side of the mail box.
Two small American flags are placed on cach side of the entrance gate.

Based upon inyestigations conducted thus far, I expect to find on premises of SSG File, computers of
several varigties and associated peripherals; to include, but not limited to, hard disk drives, removable
data storage media, portable data storage devices, cameras, photographs, movies, manuals, notebooks,
papers, and computer input and output devices all of which are used either as instrumentalities of criminal
offenses or as storage deyices for possible evidence of criminal offenses; and are believed to contain some
or all of the evidence deseribed in the warrant and evidence contained within the hardware described as,
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